Tech Tip NERTEL

Contivity Secure IP Services Gateway NETWORKS

Contivity — BCM IPSec Peer-to-Peer Tunnel Using Pre-Shared Key
Authentication
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Overview

This technical tip illustrates a sample IPSec peer-to-peer tunnel configuration between Contivity
Secure IP Services Gateway and Business Communication Manager (BCM) using pre-shared
key authentication.
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Sample Configuration

Setup
30.1.1.0/24
192.168.10.0/24 10.1.1.0/124
—| EF’ Branch Offce Tunnel — el g

WSl : : .:. Sl B8 sssnn WS2
CES BCM

WS1 — Windows 2000 workstation, IP 192.168.10.11/24;

WS?2 - Windows 2000 workstation, IP 10.1.1.10/24;

CES - Contivity Secure IP Services Gateway, code version V04_85, management IP
192.168.10.1/24, private IP 192.168.10.2/24, public IP 30.1.1.2/24

BCM — Business Communication Manager, Private IP (LAN 1) 10.1.1.1/24, public IP (LAN 2)
30.1.1.1/24.

The goal of the configuration is to set up an IPSec peer-to-peer branch office tunnel between a
CES and a BCM using 3DES with MD5 integrity and a pre-shared key authentication.

Configuring WS1

Configure the IP address (192.168.10.11/24) on the WS1 and the CES private interface
(192.168.10.2) as the default gateway:

C:\>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix

TP Address. . . . . . . . . . . . : 192.168.10.11
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.2
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Configuring WS2

Configure the IP address (10.1.1.10/24) on the WS2 and the NG private interface (10.1.1.1) as a
default gateway:

C:\>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix 3
IP Address. . . . . . . . . . . . : 10.1.1.10

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.1.1.1

Configuring CES

Configuring network parameters

Configure IP address for management (192.268.10.1/24), private (192.168.10.2/24) and public
(30.1.1.2/24) interfaces:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help (h

QEa:k M ) | Iﬂ IELI ; /-‘: Search “_;'T'\'..:"Fa\roribes 6“ A= e ‘@ ':").

: Address | ] http://192. 168. 10. 1/manage/manager.htm W a Go

: links

HELP LOGOFF

Interface Description State Type Actions

Fast Ethernet Enabled Private
IP Address Subnet Mask Interface Filter Actions
192.168.10.2 255 265 265.0 i e -
Interface Description State Type Actions
Slot 1 Interface 1 Enabled Public
IP Address Subnet Mask Interface Filter Actions
Wiz PR AED {Contivity I:i:::aalfll‘lhzt in use]

In this configuration CES and BCM are directly connected, if a router is used between CES and
BCM a public default gateway must be configured on Routing->»Static Routes screen by clicking
Add Public Route and specifying the address of a public default router.
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Configuring Branch Office connection

Configure the BO connection. Navigate Profiles 2Branch Office. To add a new group for the

branch office, next to Group click Add:
A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help 0

QE&\:k ML Iﬂ IELI ;‘_ /-\Search "\\/ Favorites 6-“ = - 33 “:“‘

 Address | @] http://192. 168. 10. 1/manage/manager.htm v | B co

Branch Office

HELP  LOGOFF

Group e -

Connections
CLIENT FOLICY

Search Criteria | OFF +

Select Enable C ion Name C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunne

Add

Enter a Name for Group (BO Group) and click OK:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help 1
= = Al © I pavori 2) > | - e 2
Q- © - ¥ A G| POseeer Frromm @ 3+ 5 w3
: Address | ] hitp://192. 168, 10. 1/manage fmanager.htm | B0

Add Group

Group Name EO Group

Parent Group Name | /Base v

BRANCH OFFICE [ QK H Cancel ][ Apply ]

CLIENT POLICY
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From the drop down menu next to Group, select the newly created group. To add a new branch
office connection, under the Connections section click Add:

M 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help )
- ! %) i <) o = e
: Q Back ) Iﬂ |EL| gl | ) search 7 Favorites L 5 & 33 “‘i
address | @] http://152. 168, 10. 1fmanage /manager. htm v a Go Links ¥

Branch Office

HELP LOGOFF

Group /Base/BO Group v [ Add H Delete ][ Configure

Connections
Search Criteria OFF v

Select Enable C ion Name C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunne

Add

Enter a Connection Name (To BCM), leave the rest of the fields to their defaults — Control
Tunnel — Disabled, Tunnel Type — IPSec, Connection Type — Peer to Peer. Click OK:

M 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help (]

5 OE&\:k ML Iﬂ IELI ;‘ /-.Search ’\ Favorites 6-“ - - 33 “:“i

55 | @] http://152. 168. 10, 1/manage /manager. htm v Bco ilnks *

Add Connection

HELP  LOGOFF

Connection
Group Name /Base/BO Group
Connection Name | To BCM|
CLIENT POLICY
Control Tunnel |Disabled v

Tunnel Type |IPSec v

Connection Type |PeertoPeer v
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The Connection Configuration screen appears. Select the Enable option:

IPSec v

Select CES public IP address (30.1.1.2) as the Local Endpoint IP Address;
Enter BCM public IP address (30.1.1.1) as the Remote Endpoint IP Address:

Leave the Filter at Permit All:

permitall v

For Authentication select the Text Pre-Shared Key (selected by default):

Text Pre-Shared Key =

Enter a Text Pre-Shared Key — 12345 in this case:

Text Pre-Shared Key |
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Leave MTU at the default setting:

MTU
Tunnel MTU IEnahIe "I

MTU Value [1755

No NAT will be used in this example, leave the default (None) selection for NAT:

NAT

MAT I[Nune] "I

For the IP Configuration select Static:

IP Configuration |Static vI

Define local accessible networks. Next to Local Network select Create Local Network:
Local Networks
Local Network | (Tone) = Create Local Metwark |

The Networks screen appears. Enter the name of the network (local 192.168.10.0) to be created
and click Create:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
Fle Edit View Favorites Tools Help ]

Oﬂack - Q& |iL| IELI , /": Search ‘:;"_-:I:"Favnrites 5‘1 - E - ‘3;3 “‘i

 Address | @] httn://192, 168, 10, 1/manage fmanager, hm v a 2

Networks

Return to Connection Configuration

Current Networks
(No networks defined)

Local 192.168.10.0

Entsr new Network name and press oreste
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Enter the IP address of the Local Accessible Network (CES private network, 192.168.10.0),
Mask associated with the address (255.255.255.0) and click Add:

M 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help

OBa:k M > ] Iﬂ IEL‘ _;‘ / ) search v Favorites \?‘ - i E A % :‘i

Address @'] http:/f192. 168, 10, 1/managemanager.htm M a Go

Networks = Edit 9 @

HELP LOGOFF

Current Subnets for Network: Local 192.168.10.0

(No subnets defined)

L FFICE
CLIENT LICY

New Subnet
IP Address 192.168.10.0

Mask |255.255255.0

Add

Close

Listed under the Current Subnets for Network window is the configured subnet for the network.
Click Close:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
: Fle Edit View Favorites Tools Help

OB&\:k - J Iﬂ IEL‘ ;‘ /. Search _,\ Favorites &t = - % ‘:‘i

| Address | @] hitp://192. 168. 10. 1fmanage /manager htm v a &2

Networks --> Edit [ ? I %]

HELP LOGOFF

Current Subnets for Network: Local 192.168.10.0

192.168.10.0 255.255.255.0

BFs FFICE
CLIENT FOLICY
New Subnet
IP Address
Mask
Add
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Listed under the Current Networks is the configured network. To return to the branch office

configuration, in the top right corner click on the Return to Connection Configuration link:
M 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help 1

: QE&\:k i > Iﬂ IELI .;‘ /-\Search .,\ Favorites 6-“ -~ &9 - B ‘2‘5

 Address | @] http://192. 168. 10. 1/manage fmanager.htm v B

Networks

HELF  LOGOFF

Return to Connection Configuration

Current Networks

Local 192.168.10.0
'
TN OFFIC
CLIENT POLICY
Enter new Network name and press oreate:

From the drop-down list next to Local Network select the newly configured local network
(local 192.168.10.0):

Local Networks
Local Network | (Nong) v||  CreateLocal Network |
Remote Networks
Select IP Address IP Mask Cost Enabled
Add

Define the remote accessible networks. Under the Remote Networks click Add:
Remote Networks
Select IP Address IP Mask Cost Enabled

Add
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The Add Remote Network screen appears. Enter the IP Address of the Remote Network (BCM
private network LAN 1 (10.1.1.0), and Mask (255.255.255.0). Leave the Cost to its default. Select
Enabled and click OK:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
: Fle Edit View Favorites Tools Help ]

: Qe - O Iﬂ IELI , ) search ~~;"-;;"Favurites & = - R ofrs )

 Address | @] http://192. 168. 10. 1/manage/manager. htm b E, =

Add Remote Network

Connection

Group Name /Base/BO Group
Connection Name To BCM

CLIENT POLICY

Remote Network
IP Address |10.1.1.0

IP Mask |255.255.2550|
Cost |10

Enabled

[ QK ][ Cancel ][ Apply ]

Listed under the Remote Networks tab is the configured remote network:

Remote Networks
Select IP Address IP Mask Cost Enabled
) 10.1.1.0 255 255 255 0 10
’ Add ” Configure H Delete ]
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Once all the parameters have been set, at the bottom of the screen click OK:

2l 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

File Edit View

O Back -

Favorites

BE

Tools  Help

- search 5 { Favarites £

Address | ] http:/f182. 168. 10, 1/manage/manager htm

CH OFFICE
GLIENT FOLIC

NERT

NFEFTWOIRKS

Connection Configuration

Connection
Group Name

Connection Name

Control Tunnel

Tunnel Type

Connection Type

Enable

Endpoints
Local Ip Address

Remote Ip Address

Filters
Filter

B3

HELF  LOGOFF

/Base/BO Group
To BCM
Disabled

IPSec v

Peerto Peer ¥

30112 b

30111

permit all v

Authentication Text Pre-Shared Key »

Text Pre-Shared Key essee

Confirm seses

M 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
File

O Back ~

Edit View Favorites

BRE

NEIRTEL
MNETWORKS

Tools

Help

éj http://192. 168. 10. 1/manage/manager. htm

;‘ /.'Search ‘g.::"Favoribes @ " g - Y_j :'f.
v| B o
Connection Configuration b e
MTU Value 1788
NAT
NAT | (Mone) +
IP Configuration Staic v
Local Networks
Local Network | Local 192.163.1.0 v Create Local Network
IP Address IP Mask Cost Enabled
192 168.1.0 255 255 255.0 10 TRUE
Remote Networks
Select IP Address IP Mask Cost Enabled
® 10.1.1.0 266.266.255.0 10

[ Add ][ Configure ][ Delete ]

l 0K ][ Cancel H Apply ][

Refresh ]
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Branch office connection is configured:

2l 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

File Edit View Favorites Toals Help W
‘ o A P) i 2) o > TR 3

O O RNEAG P e @ AL BB S

address | €] http://192. 168, 10, 1/manage /manager. hm v ﬂGo | Links >

Branch Office

HELF LOGOFF

Group /Base/BO Group ¥ [ Add ][ Delete H Configure

Connections
Search Criteria | OFF ~
Select Enable Connection Name Connection Type Tunnel Type Local Ip Address Remote Ip Address Control Tunne

® To BCM Peer to Peer IPSec 30112 30111 Disabled

[ Add H Delete ][ Configure H Change Group I

Configuring Branch Office IPSec parameters

Navigate Profiles = Branch Office to configure branch office IPSec parameters. Select the
group the tunnel belongs to (BO group) and next to the group click Configure:

2 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer

File Edit View Favorites Tools Help W
Oni- O BRG] P ko @2 BBV B
Address @] http://192. 168, 10, 1/manage/manager.htm v aGo ! Links ™

Branch Office

HELF LOGOFF

Group | /Base/BO Group v [ Add ][ Delete H Configure

Connections
Search Criteria | OFF +
Select Enable Connection Name Connection Type Tunnel Type Local Ip Address Remote Ip Address Control Tunne

® To BCM Peer to Peer IPSec 30112 30111 Disabled

[ Add ][ Delete ][ Configure H Change Group I
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Scroll down to the IPSec section and click Configure:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
Fle Edit \iew Favorites Tools Help

OBaEk - Iﬂ IEL‘ , /.:SEarEh ‘:_"-.'\'I‘Favnrihes & - = il

: Address @j http://192.168. 10, 1/managemanager.htm b a ]
Branch Office --> Edit Group HELP  LOGOFF
Return fo Branch Offi

Group Name: /Base/BO Group Parent Group: /Base

Current Configuration
CLIENT POLIC
Nailed Up: Disabled
Acoess Hours: Anytime
Call Admissicn Pricrity: Highest Priority
Forwarding Pricrity: Low Pricrity
Idle Timeout: 00:15:00
Foroed Logoff: 00:00:00
RSVF: Disabled
RSVP: Token Budset Depth: 2000 Bytes
RSVP: Token Budket Rate: 28 Kops
Hranch Cffice Bandwidth Policy:
- Commitied Rate: 56 Kbps
- Excess Rate: 128 Kbps
- Exoess Action: Mark

Connectivity

Encyption:
- ESP - Triple DES with MD5 Integrity: Dissbled
- ESP - 58-bit DES with MD5 Integrity: Enabled
- ESP - 40-bit DES with MD5 Integrity: Disabled
- AH - Authentication Cnly [HMAC-SHA1): Enabled
- AH - Authentication Gnly (HMAC-MD5): Enabled
IKE Encryption and Diffie-Hellman Group: 56-bit DES with Group 1 (TE8-bit prime)
P Vendor ID: Disabled
S€C  sgaressive Mods ISAKIF Initis] Contact Payload: Disabled

Parfect Forward Seaecy: Enstled
Compression: Disabled
NLIRTEL Rekey Timeout 08,0000
Rekey Data Count: (Nons)

NETWORKS ISAKMF Retransmission Interval: 16
ISAKMF Retransmission Max Attempts: 4

Lommmnlisim imbmmanls ANAA-AR

To interoperate with the BCM, Vendor ID must be disabled for the group. Next to Vendor ID click

Configure:
Vendor ID Enabled Configure | /Base

Screen refreshes. Next to Vendor ID select Disabled:

Vendor ID IDisabIed v| Use Inherited |

Compression also needs to be disabled to interoperate with BCM. Next to Compression select

Configure:
Compression Enabled Configure | /Base

Next to Compression select Disabled:

Compression IDisabIed vl Use Inherited |
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Once all the parameters have been set, at the bottom of the screen select OK:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer
: File Help

Q- O KRG

 Address | @] http: /192, 168. 10, 1/manage fmanager.htm

Edit View Favorites Tools

- Search @ Favorites 6-“ E

Branch Office

IKE Encryption and Diffie-Hellman
Group

Vendor ID

Aggressive Mode ISAKMP Initial
Contact Payload

e oL Perfect Forward Secrecy
Compression

Rekey Timeout

Rekey Data Count

ISAKMP Retransmission Interval
ISAKMP Retransmission Max Attempts
Keepalive interval

Keepalive (On-Demand connections)
Anti Replay

IPsec DFBit

NEZRTEL
NETWORKS

The Contivity gateway is now configured.

--;E'

B3
w ﬂGD : Links

00

HELF  LOGOFF

v

56-bit DES with Group 1 (768-bit prime)
Disabled

Disabled

Enabled

Disabled +

08:00:00

0 Kb

16

4 (Rang= 0 - 10}
00:01:00

Disabled |+

Enabled ¥

Clear v
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Configuring BCM

Configuring Interfaces

Log into the BCM Unified Manager. On the navigation Tree, expand the Resources key and
then the LAN key. Click on LAN 1. This is the Private Interface. Enter IP 10.1.1.1 with a mask of
255.255.2

55.0:

https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

@ @ Media Senices Card
S @ edia Bay Modules

- @ Dial Up
9 @ Senices

@ @ Telephony Serices
9 @ Doorphones

9 @ IP Telephony

@ @ Call Detail Recording
@ @ LAN CTE Configuration

@ @ voice Mail

@ @ hultimedia Call Center

@@ VR

2 @ IP Music
9 @ DHCP
@ @ DNS

9 @ IP Routing

@ @ SMMP

@ @ QoS Monitar
@ @ ‘Weh Cache
S @ Net Link Mor
@ @ Alarm Service

Group Configuration Performance View Help
D |/ LaN Summary [ Additional IP Address |
Comprehensive :
Z| | LAN S y
2 @ Systern
@ @ Resources IPAddress |1D.1.1.1
@ @ Lan
©- @ LA B els |255.255.255.D
@ @ LANZ
@ @ WA

Physical Address IDD-DD-SD-DE-C?-BD

Description |1 05100 Base T Ethernet MIC

Yersion |4 52
Speed |100000000

Dl T IHaIfDupIex
Connection Type ’imtclSerlse—'

Status

Admin Status | Up il
Primary Wins Address I
Secondary Wins Address I

-
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Click on LAN 2. This is the Public Interface. Enter IP 30.1.1.1 with a mask of 255.255.255.0:

https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

Group Configuration Performance

View Help

[10.1.1.1]
Comprehensive

|ans v

= @ Systermn
T @ Resources
@ @ LAN
O @ LANT
- @ LANZ
D @ WAN
o @ nedia [HMN2)s ca
© @ Media Bay Modules
@ @ DialUp
9 @ Serices
@ @ Telephony Services
@ @ Dootphones
@ @ IF Telephory
@ @ Call Detail Recording
@ @ LAN CTE Canfiguration
@ @ Voice Mail
@ @ Multimedia Call Center
o2 VR
@ @ IP Music
@ @ DHCF
@ @ DN
@ @ IP Routing
@ @ SHMP
@ @ QoS Monitor
& @ \Weh Cache
@ @ Met Link Mgr

| LAN Summary || Additional IP Address |

IPAddress I3D_1 14

SubNetMask [255 355 765.0

Physical Address IDD-DD-SD-DE-C?-EE

(Format 266.255.255.265 )

Description |1m1 00 Bage T Etharnet MG

Yersion |4_52

Speed [1npoonoon

Duplex Type IHaIfDupIex

Connection Type ’Autufierma—'

Status
Admin Status | Tp il
Primary ¥ins Address I

Secondary Wins Address I
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Configuring Branch Office tunnel parameters

On the navigation tree, expand the Services key, expand the VPN key, and expand the IPSec
key.

This will show two options, Branch Office Accounts and Remote User Accounts.

Click on the Branch Office Accounts. This will enable the 'Add’ button under the heading
Comprehensive.

[ Business Communications Manager - Unified Manager - Mozilla

Group View Help

[10.1.1.1] :|[ Branch office Summary |

Comprehensive : v
Add : "Branch Office 5 ¥

@ G@ BCM(101.1.1) a: Tunnel Mumber | Status | Local Endpoint | Remote Endpoint|Sen
@ @ Systern :
@ @ Resources
9 @ Services
@ @ Telephony Services
@ @ Doomphones
@ @ |P Telephony
@ @ Call Detail Recording
@ @ AN CTE Configuration
@ @ Voice Mail
& @ Multimedia Call Center
@ VR
@ @ IP Music
@ @ DHCP
@ @ DN
& @ P Routing
@ @ SHMP
@ @ QoS Monitor
@ @ \Web Cache
@ @ Met Link Mogr
@ @ Marm Service
- @ NAT
@ @ VPN
e @ FPTP
D @ IPSec
@ Branch Office Accounts
@ @ Remote User Accounts| |-
@ @ Folicy Management had RN

Ready .. |
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g!ick Add. This will bring up the Add Branch Office Accounts window:
':"7"‘5':*:”’1*'7-. nmunications Manager - Unified Manager - Mozilla

B BCM Dialog Box @
Group
Add Branch Office Accounts
110.1.1.1]
Comprehensive Tunnel Mumber l—
Add| D ol 4
@ G BCM (10111 IPSec Status [Dissbled ¥ |
@ @ System =
[ = — PFS Enabled | ¥es
P @ Services idle Timeout [ooqemn
© @ Telepho Lol
& @ Doorph . Y
& @ IP Telep Highest Encryption |ESP—3DES—1\D5 v‘|
& @ Call Det Preshared Key Type | Text i
e @ LAN CTH
& @ Voice M Presharad Key !
@ @ Multime
e @ VR Confirm Preshared Key |
@ @ IP Music
© @ DHCP
Rekey Timeout 0
& @ DNS ¥ 08:00:00
& @ IP Routi
& @ SHMP Rekey Data Count (KB) [
& @ QoS Mo
& @ Weh Ca Eacal ERHBGint I AT
@ @ Metlink
&= @ Alarm 54 Remaote Endpaint [5p00
@ @ MNAT -
¢ @vPN Send All Traffic Through IPSec Tunnel | No s
& @ PPTH
e @ IPSe Create Firewall Rules for this Tunnel | Ho >
@B : ,—
o8 Keep-Alive Enabled | Mo X
E- @ Policy M.
Ready
Save Cancel
acly

Fill out the “Add Branch Office Accounts” window as follows:

Enter the Tunnel Number, T1:
Tunnel Number |-|—1

Set the IPSec Status to Enabled:
IPSec Status |Enahled - |

Leave PFS Enabled (Perfect Forward Secrecy) as Yes:

PFS Enabled | Tes v

Leave the IdIgaI'I;i rﬂ%‘.’,ﬁ,t,a,s the default value:

ldle Timeout 001500
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Set the Highest Encryption as desired and make sure it matches the Contivity setting. We will
set it to ESP- 3DES-MD5 as decided. This setting is enabled by default on the Contivity:

Highest Encryption | ESP-3DES-MDS -

Set the Key Type to Text.

L L Ia_ln.ra. [y e

Freshared Key Type |Text -

Set the Pre-shared Key to 12345 and confirm it to match the key entered in Contivity
configuration:
Preshared Key |m

Canfirm Preshared Key |m

Leave the Rekey Timeout as the default value:

Rekey Timeout [ng:00:00

Leave the Rekey Data Count(KB) at 0. We are not using this for this setup:
Rekey Data Count (KB) |D

Set the Local Endpoilrlt to 30.1.1.1- LAN 2 IP Address of the BCM (Public):

Local Endpoint |3u_1.1.1

Set the Remote Endpoint to 30.1.1.2 - Public IP address of the Contivity:

Remote Endpoint |3c|_1,1.2

Leave the Send All Traffic Through IPSec TunneI to default of No:
Send All Traffic Through IPSe: Tunnal |Ho
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Set Create Firewall Rules for This Tunnel to Yes. This will create appropriate Firewall rules \ to
allow tunnel traffic to pass through the Firewall:

Create Firewall Rules for this Tunnel | Tes M

Set Keep-Alive Enabled to Yes. Leave this setting at the default value of No for IPSec tunnel
connections to systems other than BCM or Contivity:

Keep-Alive Enabled | Tes -|

Below are all the settings:

psz//10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

Group Configuration Yiew Help

[10.1.1.1] ( Parameters r Local Accessible Hetworks rRemute Accessible Networks |
Comprehensie :
Delete|

@ @ System
© @ Resources
@ @ Sewices
@ @ Telephony Service
@ @ Doorphones
@ @ IP Telephony
© @ Call Detail Recon
@ @ LAN CTE Configu

‘| Parameters

Tunnel Mumber IT1 | { Read-Only Field )

IPSec Status | Discomected - |

FFS Enabled |fes v

Idlle Timeaut |uu:15:uu

& @ vaice Mail Highest Encryption | E3P-3DES-1DS -
@ @ hultimedia Call =

o @ VR Preshared Key Type |TEHE il

g g ::THMCUPSIC Preshared Key I

@ @ DNS

& @ IP Routing PO WA= gy

@ @ ShMP

@ @ QoS Monitor
@ @ Wieh Cache
@= @ et Link Mar
O @ Alarm Service

Rekey Data Count (KB) ID

Local Endpoint Address |30.1.1.1

oG
® g{:JPAL Remote Endpoint Address |30.1.1.2
& @ FPTP i
9 @ IPSec : Send All Traffic Through IPSec Tunnel | Ho M
e B‘;a?ih off | Create Firewall Rules for this Tunhel |YES il |
@ @ Remate U Keep-Alive Enabled |YES i | =

] [l |

[*]

Ready ...
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Configuring local and remote accessible networks
On the BOT screen, Click on Local Accessible Networks tab:

https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

Group Configuration View Help
[10.1.1.1] _ rParameters r Local Acc ibl ks r" te Acc ibl ks |
Comprehensive i Lol L
Delete ocal Acc KS
@ @ IP Telephony = Metwark Mumber IP Address | IP Addres

@ @ Call Detail Recording
@ @ LAN CTE Configuration
@ @ Yoice Mail

@ @ hultimedia Call Center
@@ VR

@ @ IP Music

@ @ DHCP

@ @ DNS

@ @ IF Routing

@ @ SHMP

@ @ QoS Monitor

@ @ ‘Weh Cache

@= @ Met Link Mgr

@ @ Alarm Service

@ @ MAT

Click on Configuration in the top menu bar and select Add Local Accessible Network:
2 https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

Group Configuration | View Help
I Add “Local Accessib B ible ks | Remote Accessibl ks |
Comprehensive Modify Local A bl Kk
M Delete Local Accessible Network
@ @ IP Telephony add R Act - " | IP Address | IP Addres
@ @ Call Detail Recordin 3 o o
© @ LAN CTE Configurat] Modify R ool 3
@ @ Yoice Mail Delete Remote A ibl k
@ @ Multimedia Call Center :
@@ VR
@ @ IP Music
@ @ DHCP
@ @ DNS
@ @ P Routing
@ @ SHMP

@ @ QoS Monitor
@ @ ‘Web Cache
@ @ Met Link Mgr
@ @ Alarm Service
@ @ MAT
@ @ VPN

@ @ FPPTP

@ @ IPSec

@ @ Branch Office Acco
@m
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Entfar the Local Accessible Network parameters (L1 - 10.1.1.0/24) and click Save:

Local Accessible Networks

Metwork Number |L1

IP Address |1D.1.1.D

IP Address Mask |255.255.255.0 | { Format 255.255.266.255 )
| Save | | Cancel |
ady
|Ja\ra Applet Window

A local network is defined:

Group Fdit Configuration  Performance Fault Beport Tools Logoft View  Help

Comprehensive i Sp— T

@V_Qel ete"_‘Del T §§ ocal Accessible ks
© @ LAN CTE Configuration | = Metwork Number | IP Address | IP Address |
& @ Voice Wil Al L [10.11.0 |255.255 256.0

On the BOT screen, Click on Remote Accessible Networks tab:

-2 https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

Group Edit Configuration  Performance Faull Heport Tools Logott View  Help
[10.1.1.1] te Ac ks ‘
Comprehensive
Delete] el Al
@ @ LAN CTE Configuration || IP Address | IP Adi

@ @ Voice Mail
@ @ Multimedia Call Center
@ @ VR
@ @ IP Music
@ @ DHCP
@ @ DNS
@ @ P Routing
@ @ ShHMFP
@ @ QoS Monitor
@ @ Web Cache
@ @ Met Link Mgr
@ @ Alarm Service
2= @ MAT
@ @ VPN
@ @ PPTP
@ @ |PSec
@ @ Branch Office Acco
@
@ @ Remnte Llser Arenl
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Click on Configuration on the menu bar and select Add Remote Accessible Network:

-2 https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

@ @ QoS Monitor
@ @ Web Cache
@ @ Met Link Mgr
@ @ Alarm Service
@ @ NAT
@ @ VPN

@ @ PFTP

¢ @ IPSec

@m

@ @ Branch Office Acco

S P

Group Configuration | View Help
(D Add ‘Local Accessih * |sible ks | Remote Act ks | i
Comprehensive Modify Local Acc ] k .
Delete Delete Local Accessible Network - ;
@ @ LAN CTE Configurat Add R te Act . K | IP Address | IP Address
= @ Voice Mail = o = :
© @ Multimedia Call Cen| MOy R ool 3
@@ VR Delete R te Acc k
@ @ IP Music 3
@ @ DHCP
@ @ DNS
@ @ IP Routing
@ @ SHMP

Enter the Remote Accessible Network parameters (R1 - 192.168.10.0/24) and click Save:

BCM Dialog Box

X

‘| Remote Accessible Networks

MNetwark Murmber |R1

IP Address 193 162.10.0

IP Address hMask |255.255.255.D |

(Format 255.255.255.255 )

| Save | | Cancel |
i atly)
|Java Applet Window
A remote network is created:
Group Configuration View Help
AL ( Parameters | Local Accessible Networks | Remote Accessible Networks |
Comprehensive i .
Remote Accessible Networks
Delete] ._
@ @ LAN CTE Configuration |~ Network Number | IP Address | IP Address
& @ Yaice Mail |l r1 192.168.10.0 255.256.255.0
@ @ Multimedia Call Center
&9 VR
e & 1D Mucie
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Verifying firewall rules

On the BCM, for a branch office tunnel to work, the Firewall has to enabled and the rules have
to be configured to allow traffic through. The rules get created automatically when “ Create
Firewall Rules for this Tunnel” is set to Yes in section Configuring Branch Office tunnel
parameters

On the navigation Tree, expand Policy Management key and click on IP Firewall Filters:

Group View Help

[10.1.1.1] ‘[ Summary |

Comprehensive : ¥ ‘

Summary

& @ P Music =
& @ DHCP || Deserintion {Bom Firewall Fiter Module] { Reac-Only Field )
© @ DS : :
& @ IF Routing : version |5 g g
& @ SNMP :

@ @ QoS Monitor : Status |Enabled >

@ @ \Weh Cache
@ @ Met Link Mgr
€ @ Alarm Service
- @ NAT
@ @ PN
@ @ FPTF
T @ IPSec
@ @ Branch Office
@
@ Remote User
@ @ Policy Management
@@ Gob
@ @ COPS Client
@ @ Paolicy Agent
§© @ IP Firewall Filters
@ @ LANT
@ LANZ

Expand Policy Management key, then expand IP Firewall Filters Key and click on LAN2. The
following three rules illustrated on a screen shot below must be configured:

Group Configuration Report View Help

[10.1.1.1] 55 r Logging Settings r’ Log Viewing Options r’ Default Rules Status r Input Filters® Rule Order rlnpul Filters' Ru

Comprehensive : , .
| rInputFilters* Rule Setting

@ @ IP Music Rule Name(IR#) | Stateful | Disposition | Protocal | Source I Type | Source IP | Source Range Mask|
@ @ DHCP IR es Pass IPSEC_AH Fixed 30112 255.256.255.255
& @ DNE i| IR2 Yes Pass IPSEC_ESP  |Fixed 30112 256.266.266.205
o A 1IR3 es Pass uop Fixed 30112 255,265 255 255

@ IF Routing :
© @ SHMP :

@ @ QoS Monitor
®= @ Weh Cache
@ @ hlet Link Mogr
@ @ Alarm Senvice
@ @ MNAT
© @ VPN

e @ PFTF

@ @ Policy Management
® @ QoS
® @ COPS Client
e @ Policy Agent
D @ IP Firewall Filters
@ @ LANT
@ LANZ

B v
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Enabling IPSec

From the navigation tree, expand the VPN key and click on IPSec and select Enabled next to

Status:

https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

@ @ LAN CTE Configurati

Group View Help
(TEEET | "Glahal Settings |
Comprehensive

Global Settings

Desctiption IPSec YPM Service

0= @ LIPS

S @ \oice Mail
= @ Multirnedia Call Cents
@ VR version [ 5
©- @ IP Music
& @ DHCF Encryption
B3 - 2
L @ NS [X ESP-3DES-SHAT
@ @ |F Routing [X ESP-3DES-MDS
@ @ ShNMP
% 3 Y
& @ 03 Manitar [X ESP-DES56-SHA!
- @ Weh Cache [ ESP-DESA6-MDS
= @ ret Link Mor
X 3 -
- @ Alrm Senice [X ESP-DES40-SHAT
@ @ MNAT [X ESP-DES40-MDS
@ @ VPN = )
o @ FPTF % aH Authentication_COnly{(SHAT)
9 @ |PSec % AH-Authentication_OnkyiMD5)
@ @ Branch Offic
@ Ctatus |Disabled |
@ Rernote User|:
Enahled
@ @ Policy Management nshee
& @ NTP Client Settings Pisabled

Once the branch office tunnel is established, the BOT status is shown as Connec_ted:

https://10.1.1.1 - Business Communications Manager - Unified Manager - Microsoft Internet Explorer

L]

© @ Telephony Semvices
© @ Doorphones
© @ IP Telephany
© @ Call Detail Recording
@ @ LAN CTE Configuration
@ @ Vaoice Mail
& @ Multimedia Call Center
& @ MR
& @ IP Music
@ @ DHCP
@ @ DNS
@ @ IP Routing
@ @ SNMP
@ @ QoS Monitor
@ @ weh Cache
@ @ Met Link Mar
- @ Alarm Service
@ @ MNAT
® @YPN

@ @ PPTP

9 @ IPSec

@ @ Remote User Acc

© @ Branch Office Accof

Group View Help
fo4.a1 Branch Office Summary |
Comprehensive - T
add ranc| ice ¥
@ @ Systern - Tunnel Mumber | Status | Local Endpoint | Remote Endpaint \Send AT
© @ Resources ] T1 Connected 30111 30112 Mo
P @ Senices b2

[«]

© @ Policy Management

ZHD|

‘Ready
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Event Log

Below is CES event log of the successful tunnel establishment:

09/20/2004 16:34:13 0 Branch Office [01] IPSEC branch office connection
initiated to rem[10.1.1.0-255.255.255.0]@[30.1.1.1] loc[192.168.10.0-
255.255.255.0]

09/20/2004 16:34:13 0 Security [11] Session: IPSEC[30.1.1.1] attempting
login

09/20/2004 16:34:13 0 Security [01] Session: IPSEC[30.1.1.1] has no
active sessions

09/20/2004 16:34:13 O Security [01] Session: IPSEC[30.1.1.1] TO BCM has
no active accounts

09/20/2004 16:34:13 0 Security [01] Session: IPSEC[30.1.1.1]:11 SHARED-
SECRET authenticate attempt...

09/20/2004 16:34:13 0 Security [01] Session: IPSEC[30.1.1.1]:11
attempting authentication using LOCAL

09/20/2004 16:34:13 0 Security [11] Session: IPSEC[30.1.1.1]:11
authenticated using LOCAL

09/20/2004 16:34:13 0 Security [11] Session: IPSEC[30.1.1.1]:11 bound
to group /Base/BO Group/TO BCM

09/20/2004 16:34:13 O Security [01] Session: IPSEC[30.1.1.1]:11
Building group Ffilter permit all

09/20/2004 16:34:13 0 Security [01] Session: IPSEC[30.1.1.1]:11
Applying group filter permit all

09/20/2004 16:34:13 0 Security [11] Session: IPSEC[30.1.1.1]:11
authorized

09/20/2004 16:34:13 0 Security [11] Session: network IPSEC[10.1.1.0-
255.255.255.0] attempting login

09/20/2004 16:34:13 0 Security [11] Session: network IPSEC[10.1.1.0-
255.255.255.0] logged in from gateway [30.1.1.1]

09/20/2004 16:34:13 O ISAKMP [02] ISAKMP SA established with 30.1.1.1
09/20/2004 16:34:13 0 Security [12] Session: IPSEC[30.1.1.1]:11
physical addresses: remote 30.1.1.1 local 30.1.1.2

09/20/2004 16:34:13 0 Security [12] Session: IPSEC[-]:12 physical
addresses: remote 30.1.1.1 local 30.1.1.2

09/20/2004 16:34:13 0 Outbound ESP from 30.1.1.2 to 30.1.1.1 SPI
0x00163b9d [03] ESP encap session SP1 0x9d3b1600 bound to s/w on cpu O
09/20/2004 16:34:13 O Inbound ESP from 30.1.1.1 to 30.1.1.2 SPI
0x00094683 [03] ESP decap session SP1 0x83460900 bound to s/w on cpu O
09/20/2004 16:34:13 0 Branch Office [00] 4f899f0

BranchOfficeCtxtCls: :RegisterTunnel: rem[10.1.1.0-
255.255.255.0]@[30-.1.1.1] 1oc[192.168.10.0-255.255.255.0] overwriting
tunnel context [fFFFFFFF] with [4F7b8b8]

09/20/2004 16:34:13 0 ISAKMP [03] Established IPsec SAs with 30.1.1.1:
09/20/2004 16:34:13 0O ISAKMP [03] ESP 3DES-CBC-HMAC-MD5 outbound SPI
0x163b9d

09/20/2004 16:34:13 O ISAKMP [03] ESP 3DES-CBC-HMAC-MD5 inbound SPI
0x94683
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